	Lab (#)

Chapter 19 - User and Group Administration


Quick Review

User and Group Administration
· The useradd command creates a new user account using the values specified on the command line and the default values from the system. 

· The userdel command is used to remove the specified user account from the /etc/passwd and /etc/shadow files. Option -r is the only option for the userdel command and it is used to delete the user's home directory and the files it contains. 

· The usermod command is used to modify the user's account.
· The groupadd command is used to create new group accounts.

· Groups are removed using the groupdel command. This removes the group from the /etc/group file.
· A group's settings can be changed using the groupmod command.

· To change a password use the following command:





passwd user

· Each field in the passwd file is separated with a colon. The fields are as follows:

· Username, 8 characters, case-sensitive

· Password, 13 characters

· The number of days since the password was last changed

· The number of days before the password may be changed

· The number of days after which the password must be changed

· The number of days in advance to warn the user of an expiring password

· The number of days since an account has been disabled

· A reserved field for possible future use

· Shadow passwords are stored in the /etc/shadow file

· The /etc/profile file is used for global environment settings

· The /etc/skel/ directory contains the files that are copied to all user's home directories.

References

Refer to the man pages for more information on useradd, userdel, usermod, groupadd, groupdel, groupmod, passwd, passwd file, shadow file

· User and Group Administration Exercise
In this exercise you will accomplish the following goals:

1. Add and remove new users and change passwords
2. Add new groups and group users into new groups
3. Remove new groups
For this exercise you need to be logged in as  root. 

Goal 1: Add and remove new users and change passwords
· Type: 
useradd -m -u 200 -g newbies -s /bin/bash -c "Buddy Budweiser" bbudweiser
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 This will create a user with UID of ______, group as _______, the shell directory as ______, and the username as ______________
· Add another user by the name "Heineken Dasgood", with username as hdasgood, UID of 201 and group as newbies
· Add another user by the name "Corona Rodriguez", with username as crodriguez, UID of 202 and group as newbies
· Type:   tail /etc/passwd
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 What are the user settings for hdasgood? __________________

· Using the userdel command remove the user crodriguez, home directory and all its contents
· Change the password of bbudweiser to longhorn
· Set bbudweiser to where he would have to change his password the next time he logged on.

Goal 2: View and edit the /etc/inittab file
· Type:   groupadd -g 2500 beerbellies
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 This will create a group with GID of ______, and the groupname as ______________

· Add another group called choicehops with GID of 2600.
· Using the usermod command  add bbudweiser to both new groups and hdasgood to choicehops.

· Change the GID of choicehops to 2400.

· Type:   tail /etc/group

· Type:   tail /etc/passwd
Goal 3: Remove groups
· Remove the group beerbellies using the groupdel command

· View the group and passwd files

