	Lab (#)

Chapter 21 - System Logging


Quick Review

System Logging

The syslog daemon provides a mechanism for logging messages from programs running on the system. 
Syslog receives a message from a daemon or program, categorizes the message by priority and type, then logs it according to administrator-configurable rules
log files are placed in /var/log
The following summarizes the log files typically found in /var/log and maintained by syslog:

* messages: Informational and error messages from general system programs and

daemons

* secure: Authentication messages and errors, kept separate from "messages" for extra

security

* maillog: Mail-related messages and errors

* cron: Cron-related messages and errors

* spooler: UUCP and news-related messages and errors

syslog.conf

the syslog configuration file,

/etc/syslog.conf. The file has the format facility.priority action, where those fields are defined as follows:

syslog.conf, continued

facility

Specifies the subsystem that produced the message. 

priority

Specifies the minimum severity of the message, meaning that messages of this priority and

higher will be matched by this rule. The valid keywords for priority are debug, info, notice,

warning, err, crit, alert, and emerg.

action
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The action field should be either a filename, tty (such as /dev/console), remote machine

prefixed by @ , comma-separated list of users, or * to send the message to everybody logged

on. The most common action is a simple filename.

Reloading and additional information

Hopefully this overview of the configuration file helps you to get a feel for the strength of the

syslog system. You should read the syslog.conf(5) man page for more information prior to

making changes. Additionally the syslogd(8) man page supplies lots more detailed

information.

Note that you need to inform the syslog daemon of changes to the configuration file before

they are put into effect. Sending it a SIGHUP is the right method, and you can use the killall

command to do this easily:

# killall -HUP syslogd

A security note

You should beware that the log files written to by syslogd will be created by the program if they

don't exist. Regardless of your current umask setting, the files will be created world-readable. If

you're concerned about the security, you should chmod the files to be read-write by root only.

Additionally, the logrotate program (described below) can be configured to create new log files

with the appropriate permissions. The syslog daemon always preserves the current attributes

of an existing log file, so you don't need to worry about it once the file is created.

logrotate

The log files in /var/log will grow over time, and potentially could fill the filesystem. It is

advisable to employ a program such as logrotate to manage the automatic archiving of the

logs. The logrotate program usually runs as a daily cron job, and can be configured to rotate,

compress, remove, or mail the log files.

For example, a default configuration of logrotate might rotate the logs weekly, keeping 4 weeks

worth of backlogs (by appending a sequence number to the filename), and compress the

backlogs to save space. Additionally, the program can be configured to deliver a SIGHUP to

syslogd so that the daemon will notice the now-empty log files and append to them

appropriately.

For more information on logrotate, see the logrotate(8) man page, which contains a

description of the program and the syntax of the configuration file.

Introduction 
When setting up system logging, there are certain rules to follow. The first rule is that the file that controls almost everything when it comes to logging is the /etc/syslog.conf file. The figure below displays the contents of a sample syslog.conf file. Observe, in the picture, the syntax conventions and entries that appear in the file. You will note that each entry follows the same convention as shown here: 

	facility.priority      [Log File Location]


[image: image1.png]# Log all kernel messages to the console.
# Logging much else clutters up the screen.
#tkern.x sdevsconsole

Log anything (except mail) of level info or higher.
Don’t log private authentication messages?
.infoimail.none;authpriv.none;cron.none svar/log/messages

=

*

# The authpriv file has restricted access.
authpriv.x svar/log/secure

# Log all the mail messages in one place.
mail.x svar/log/maillog

# Log cron stuff
cron.x svar/log/cron

# Everybody gets emergency messages, plus log them on another
# machine.
*.emery *

# Save mail and news errors of level err and higher in a
# special file.




Sample /etc/syslog.conf file. 

· The at command is used to schedule a job that needs to be run only once

· The format of the at command is as follows





at -options time 

· After entering the at command, the at prompt is displayed where you enter the commands you wish to run

· Ctrl-D will save the jobs you entered

· The cron command is used to schedule jobs that need to performed repeatedly and automatically

· The options used with cron are as follows:
	Options
	Description

	-u user
	Runs the command as the specified user

	-l
	Displays the current crontab file

	-r
	Removes the current crontab

	-e
	Edits the current crontab


· cron jobs are stored in the crontab files in /etc/crontab
· The time and date fields are described below:

	Field
	Values

	minute
	0-59

	hour
	0-23

	day of month
	1-31

	month
	1-12 (or names)

	day of week
	0-7 (0 or 7 is Sunday, or use names)


· A field with and asterisk (*) stands for "first-last" or all

References

· Refer to the man pages for more information on at, cron, /etc/crontab
at and cron Exercise
In this exercise you will accomplish the following goals:

1. Create and remove an at job

2. Create and remove a cron job logged as root
3. Create and remove a cron job logged as username
Goal 1: Create and remove an at job

· Login as your username (e.g. jimw)

· Type:  vi atjobfile
· Add the following line in this file



tail /var/log/messages

· Save the file and exit vi editor

· Type:  at 11:59 -f atjobfile
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 This will _______________________________________________________

· Type:   at 16:59
· At the command prompt type:  repquota -v \

· Press Ctrl-D to ___________________

· Type:   at -l
[image: image3.png]


 This will _______________________________________________________

· After viewing the at jobs, remove the two jobs you created using the command 
atrm jobnumber
· View the at jobs to ensure that you removed the two jobs
Goal 2: Create and remove a cron job logged as root
· Login as root
· Type:  vi /etc/crontab
· [image: image4.png]


 What is the MAILTO variable set to ? _____________________________
· Type:   *  * * * * root /usr/bin/du  /tmp
[image: image5.png]


 This will _______________________________________________________

_________________________________________________________________

· Save the file and exit vi

· Type:   mail
· [image: image6.png]


 How many mail messages have you received? __________________________ 

· Type:   l  to list the messages

· [image: image7.png]


 What is listed in the mail ?

· Type:   q to quit the mail program

· Remove the two jobs from the crontab file using vi editor

· Save the file and quit vi editor

Goal 3: Create and remove a cron job logged as your username
· Login as your username (e.g. jimw)

· Type:   crontab -e
· Notice the file is empty

· Insert the following two lines into the crontab file



MAILTO=(your username)



30 1 * * sun mv mybackup.tar.gz myoldbackup.tar.gz



0 2 * * sun tar -czf mybackup.tar.gz  /home/(your username)/*

· Save and quit the crontab file

· Type:   crontab -l 
· Observe that the cron jobs you created are listed

· Remove the two jobs from the crontab file 

· Save the crontab file

