	Lab (#)

Chapter 4 - Logins


Quick Review

Logins and Authentication files
· There are two primary ways to access a Linux system-locally or remotely. 
· When the user types their user name, it is displayed to the screen.
· When the user types the password in, the screen masks the password.
· When root logs in, the root user is presented with a command prompt that ends in an #.
· When any other user logs in to the system, a command prompt followed by a $ is shown.

· When done with sessions, a user can logout by typing logout.

· Linux supports various types of login banners, one of which is the /etc/motd banner file. The motd, or Message Of The Day file, contains a message and is presented to the user immediately after logging in to the system. 

· The /etc/securetty file controls from what locations root can access the system. 
· A tty is a console access point.

· To restrict root from any more than a single tty, or virtual console, simply remove the line from the securetty or comment out the line in the securetty with an # at the beginning of the line. 
· The password file is located in the /etc directory. passwd file has the following fields:


name:*:UID:GID:comment:home directory:shell
· The shadow file is located in the /etc directory. shadow file has the following fields:


name:x:last change:min:max:warn:inactive:expire:flag

· To convert the passwd file to a shadow file the command pwconv is used. The second field of each record in the passwd file will be changed from an * to an x. 
· To change back use the command pwunconv.
References

· Refer to the man pages for more information on passwd, shadow, pwconv, pwunconv 
Logins and Authentication files Exercise
In this exercise you will accomplish the following goals:

1. Logging in and out of a system and issue banners
2. View the securetty file
3. View the passwd and shadow file
Goal 1: Logging in and out of a system and issue banners
· At login screen type: root
· Type in your password

This will change your present working directory to the /etc directory

· Type: cd /etc
· Type: vi motd

This will open vi editor and create a file named motd
· Press i to go into insert mode

· Type: 


" Warning! 


Authorized Users only allowed! If you are not authorized, please exit or suffer the 


consequences under American law (Section 2500 )!"

· After typing messages, hit the Esc key to go into command mode
· Type:  :wq

This saves the file and exits vi editor

· Type:  logout
· At login screen type: your_username (e.g. jimw)

· Type in your password

· Notice the Warning message

· Logout
Goal 2: View the securetty file
· Login as root
· Go to the /etc directory

· Type: more securetty
· Observe all the terminal locations that the root account may use to access the Linux system
Goal 3: View the passwd and shadow file
· Login as root
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 Where are the passwd and shadow located?  ___________Go to that directory 
· Type: more passwd
· Observe the various fields in the file

· Type: more shadow
· Observe the various fields in the file
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 What is the difference between the passwd file and the shadow file? __________________________________________________________________
