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	Lab (#)

Chapter 8 - Owners & Permissions


Quick Review

File Ownership 
· A file is owned by a particular user (called the file owner) and group (called the file group)

·  The chown command is used to set the file owner (and, optionally, the file group) of a file or directory. The format of this command is:
chown owner[.group] filename

· The chgrp command is used to change the file group of a file. The format of this command is:





chgrp group filename d

· The chmod command is used to change permissions assigned to owner, group and other. Only the file owner and superuser are allowed to change the permissions for a file (REFER TO: Quick Exercise 1 and 2 for more understanding of this concept). The format of this command is:




chmod  -options mode file

· The umask command can be used to set default permissions that are assigned to newly created files. The /etc/profile file contains the umask setting. The format of this command is:





umask nnn

References
· Refer to the man pages for more information on chown, chgrp, chmod and umask
· For a detailed synopsis and understanding of file permissions, visit the following site:

· http://www.linuxlookup.com/html/guides/chmod-chown.html
Owners and Permissions Exercise
In this exercise you will accomplish the following goals:

1. Set ownership of files with chgrp and chown
2. View file permissions

3. Set file permissions chmod
4. Change the default permissions with umask
Goal 1: Setting ownership of files with chgrp and chown
· Type touch testfile to create a new file
· Type ls -al testfile to view the current user and group ownership.
	-rw-r--r--   1 root    root         0 Apr  28    06:58  testfile
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 The file is owned by _____________  and ____________ 
· Type chgrp (your username) testfile to change the group owner of the file to your user name

· Verify the group owner of the file 

	-rw-r--r--   1 root    jimw         0 Apr  28    06:58  testfile
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 The file is now owned by _____________ and _____________ 

· Type chown (your username) testfile  to change the user owner of the file to your username, and the group owner of the file to your username. 
· Verify the user owner and group owner of the file

	-rw-r--r--   1 jimw    jimw         0 Apr  28    06:58  testfile
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 The file is now owned by _____________ and ____________ 
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 Type   ________________ to change the user owner of the file back to root 
(chown root testfile)
· Verify the us er owner and group owner of the file

	-rw-r--r--   1 root    jimw         0 Apr  28    06:58  testfile


Goal 2: Viewing File permissions

· You will view the file permissions for the .bash_profile file, .bash_history file, and the directories

· Login as (your username)
· Display a listing of all the files  and directories in your home directory along with the .bash_profile file and the .bash_history file
	Total $
drwxr-xr-x
2 
jimw users
 
4096 Apr 28 04:45 .

drwxr-xr-x
12 
root root 

4096 Apr 29 06:23 ..

-rw-------
1
jimw users

1048 Apr 29 10:17 .bash_history

-rw-r--r--
1
jimw users

  24 Apr 29 10:17 .bash_logout

-rw-r--r--
1
jimw users

230  Apr 30 11:23 .bash_profile

-rw-r--r--
1
jimw users

124  Apr 30 12:45 .bashrc
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 The subdirectories can be identified with a ______ for directory in the ___________ column  of the listing. (d, first)
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 The directories have ______ permission for users, groups, and others so that they can change into the directory. (x)

Goal 3: Setting file permissions with the chmod command
· Go to your /tmp directory
· Create a directory named /test/
· Create a new file in the /tmp/test directory called testfile
· View the file permissions in the /tmp/test directory

	-rw-r--r--   1 root    root         0 Apr  28    12:58 /tmp/test/testfile


· Type chmod 0700 /tmp/test/testfile:
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 This will set the following permissions: User _____ , Group _____ , Other _____ 
(rwx, none, none)

· View the user permissions of the /tmp/test/testfile:
	-rwx------   1 root    root         0 Apr  28    12:58 /tmp/test/testfile



Quick Exercise 1:
· Login as (your username)
· See if you can access the /tmp/test/testfile

[image: image8.png]


 What message is displayed when you try to view the file?

___________________________ 
( cat: /tmp/test/testfile: Permission denied)
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 The file cannot be accessed by you, it can only be accessed by _______ 
            (root)


Quick Exercise 2 (continued from 1):

· Type chmod 0644 /tmp/test/testfile:
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 This will set the following permissions: User _____ , Group _____ , Other _____ (rw-, r--, r--)

· View the file permissions for /tmp/test/testfile
	-rwx------   1 root    root      0 Apr  28 12:58 /tmp/test/testfile
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 Are there any changes to the file permissions to the file? Why?

      ________________________________________________________________ 

      (No, only root can change permissions on the file since it was created by root)

Goal 4: Changing the default permissions with the umask command
· Login as root
· Type umask
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 What is the umask setting? _________________________

· Type umask 000
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This will set umask to _________________________ 
· Create a new directory called /testdir/
· Create a new directory called /testdir/test1/
· Create a new file called /testdir/testfile1
· View the file permissions for /testdir/
	drwxrwxrwx
2 
root root 

4096 Apr 29 04:23 /testdir/test1
-rw-rw-rw-
1
root root

   0 Apr 29 09:17 testfile1


· Type umask 022
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 This will set umask to _________________________ 

· Create another directory called /testdir/test2/

· Create another file called /testdir/testfile2
· View the file permissions for the /testdir/
	drwxrwxrwx
2 
root root 

4096 Apr 29 04:23 /testdir/test1

drwxr-xr-x
2 
root root 

4096 Apr 29 04:34 /testdir/test2
-rw-rw-rw-
1
root root

   0 Apr 29 04:24 testfile1

-rw-r--r--
1
root root

   0 Apr 29 04:35 testfile2


· Observe the permissions for testfile1 and testfile2. 
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 What can you conclude from this  exercise using the umask command?

_________________________________________________________________________


_________________________________________________________________________


_________________________________________________________________________ 

